NHO®OPMALIUA
O MOMYJISIPHBIX CLIEHAPHUAX MOIIEHHUYECTBA C CIOJIb30BaHMEM LIU(PPOBBIX TEXHOJIOTUI
U PEKOMEHIYEMBIX HHCTPYMEHTAX 3allUThI

Kubeparaku Ha KOMITaHHH, (hakThI
AUCTAHIMOHHBIX XHUINEHUH JEHEKHBIX CPEICTB Y
rpaxnaH  (UKCUPYIOTCS BCE 4Yamle, TIpd  OTOM
KPUMUHAIBHBIE CXEMBIl, B TOM UYHCJIE€ IO BBIBOAY
HE3aKOHHO  TIOJYYEHHBIX  JIOXO/JOB,  IOCTOSIHHO
MEHSIOTCSA. 3a TMOCIeAHHE TMATh JIeT KOJHMYECTBO
MIPOTUBOINPABHBIX JICSHUH B YKa3aHHOH cdepe B 1EIoM
mo Poccum Bo3pocno B ABa pa3a M cedvac COCTaBISET
TPETh OT BCEX 3aPETHCTPHPOBAHHBIX MPECTYIUICHUM. ’
Bonbiie mMonoOBUHBI M3 HHUX OTHOCHUTCS K KaTETOPHHM TSDKKHUX M 0CO00 TSIKKHX. OCHOBHOI/I MacCHB
MIPUXOJNUTCS HA KPAKU U MOIIICHHHYECTRA.

[TpoucXoasiT yTeUYKH MePCOHANBHBIX JAHHBIX, KOTOPHIE MCHOIB3YIOTCS IS (DOPMUPOBAHMS TaK
HA3BIBAEMBIX «IIU(PPOBEIX TOPTPETOB» B MPOTHUBOMPABHBIX IEisiXx. OTMedaeTcss pOCT KHOCPXUIICHHIA,
CBS3aHHBIX C MPUMEHEHHEM METOJa COLMATbHOW WH)XEHEPUH, KOrJa TpaKAaHe, KaK IPaBUIIO,
MIEHCHOHHOTO BO3pPAacTa, CaMH COOOINAIOT CBEIEHUS O cede JHIaM, MPEeACTaBISIOMUMCS COTPYTHUKAMH
TOCY/IapCTBEHHBIX OpPraHOB WIU 0aHKOBCKOTO cekTopa. Camble paclpoCTpaHEHHbIE CIOCOOBI
HEMPaBOMEPHOT'O 3aBJIa/ICHUS JICHS)KHBIMH CPEICTBAMH COIPSIKEHBI C CO3IaHUEM (PaJIBITUBLIX CAWTOB, a
TaKXKe MOJyYSHHEM JIOCTyNa K KOH(HUACHIIMAILHBIM JIaHHBIM T10JIh30BaTEIICH.

B ocHOBHOM Takasi BapHaTHBHOCTh PEAIM3AIMH MPECTYITHBIX HAMEPCHHUH MCXOJUT M3-3a PyOeka,
BKIIIOYAsT KOJ-IEHTPbI, HAXOASIIHecss HAa TeppuUTOpUHM YKpaumHbl. Kpome TOro, KHEBCKUMHU
CHEICTYy>)KOAaMU  HCIIONB3YIOTCSI  CXEMBI ~ 3allyTHMBAHHUS JKEPTB  HECYIICCTBYIOIIMM  YTOJIOBHBIM
npecieoBaHueM JHO0O0 JO0NroBoM (DUHAHCOBOW 3aBUCHMMOCTBHIO. DJTO 3aKaHYHMBAETCS COBEPIICHUEM
MOCIEAHUMH TIPECTYIJICHUH TPOTHB OOIIEeCTBEHHONW Oe3omacHOCTH. DuUrypaHTamMu 1O TaKUM JeliaM
HEPEJKO CTAHOBSATCS BBICOKOOOPA30BaHHBIC JIIOJU, KOTOpPBHIE CaMH TpPU3BaHBI  (HOPMHUPOBATH

3aKOHOIIOCIYIIHOC IMOBCACHUC.

Kak mokazano coOCTBEHHOE UCCIIEJOBAHUE TPYIIIbI
kommanuii «Coepy», mposenénnoe B 2023 roamy, Ha
VYkpanHe nencTBoBasio 00jiee THICSYM MOIIEHHUYECKHX
KOJUI-LIEHTPOB, B KOTOPBIX 3ajeiicTBoBaHO mopsaka 100
Thicsid 4yenoBeK. [IpumepHo 300 Takux KOJUI-LIEHTPOB
cocpenoToueHbl B JIHenpe — Tak Ha3bIBAEMOM «CTOJIULIE
tenedoHHOTO MoIeHHu4ecTBa. [lo manupiM Oanka, 92%
3BOHKOB TMPECTYNIHUKOB HampaBieHbl Ha Poccuto, a
ocraBmmecss 8% TOMy4YarOT JKUTENIU JPYTHX CTpaH,

- e npeumytiectBeHHo [lonpmu, 'epmanuu u Kazaxcrana.
Jloxoapl UayT HA TMYHOE 0OOTAIICHHE U 3aKYIIKY BOOPYKEHUs MpoTuB Poccum.

Obnapyxxennass «COepom» 06a3a JaHHBIX MOKazaia, 4yro 212 KOMI-UEHTPOB (HA TOT MOMEHT)
VIOPAaBISUINCh TPEMsl TOJOBHBIMH IICHTpAMHU TI0 MOJEIH (paHIIN3bl, a WHPPACTPYKTypa IS HX
NesTeNbHOCTH  cocpenoroueHa B Hupepnmamgax wu  [epmanun. [IpecTymHUKH — HMCIONB3YIOT
npodeccnonanbabiec  CRM-cuctempl UIsi  yrmpaBieHHS 3BOHKAMH W (UKCHPYIOT B HHX CYMMBI
YKPaJeHHOTO.

Cpennuii komn-uieHTp moxumiaer 40 TeICSY MOJUTApOB B MeECSI, a COBOKYIHBIH ymepOd OT
neATebHOCTH 212 KOI-1eHTpoB, padoTaronux mo ¢gpanmmuze, B 2023 roay moctur 100 MUIUITMOHOB
nojiapoB. TumoBoW KoOJUI-LEHTp coBepmiaeT 70 ThICSY 3BOHKOB B JIeHb W HacuuTbiBaeT 10 100
«OTEPaTOPOB» B OJIHY CMEHY.

MOHHUTOPHUHT MOIIEHHUYECKUX CXEM H CIOCOO0B 3aIUTHI OT HUX

UtoObl HE CTaTh KEPTBOM TENEPOHHOTO WM MHTEPHET MOIICHHUYECTBA HEOOXOIUMO
CBOCBPCMCHHO OTCJIC)KUBATH HCIIOJIb3YCMbIC 3JIO0YMBIINIJICHHUKAMH MOIICHHHUYCCKHUC CXCMbI, a4 TaKKC
mpeyiaraeMbie  CICIHATMCTaMH  OAaHKOBCKOTO CEKTOpa, IMPAaBOOXPAHUTEIIHBIX OPraHOB W FOPHUCTOB
WHCTPYMEHTHI 3alIUThl CBOMX COEPEKECHUIA.

Bamemy BHMMaHuWIO mpeiararoTcsi HaumOosiee pacrpoctpaHéHHbple B 2022-2023 romax Takue
CIICHApHH.



«BanoTHBIE OTPAaHUYEHHS

[Tocnennue aBa ToAa MOUICHHWKM 3alyTMBajM CBOMX IOTCHUUAIBHBIX MKEPTB HE TOJIBKO
HECaHKIIMOHUPOBAHHBIMU TEPEeBOAAMU WM OGOPMICHHEM KPEAUTOB, HO M MPUBS3BIBAIUCH KO BCEM
HOBOCTHBIM TIOBOJIaM. ['oBOpuiM 00 yrpo3e B CBS3HM C OTKIIOYCHHEM OT cucTeMbl «CBUGDT», 00 yxome
Visa u Mastercard, o neduuurte BamoThl, 00 yrpo3e JIeHbraM Ha BKJIaJaxX, T.e. MCIOJIb30BalIM BCE
BO3MOYKHBIE HH(OPMAITMOHHBIE TIOBOJIBI.

MollleHHUKN 3BOHWJIM TOTEHIUAIBHBIM JXEPTBaM, MPEACTABISIINCh PAaOOTHUKAMU OaHKOB WU
OOMEHHBIX MYHKTOB M COOOIIAJIA, YTO €BPO M JNOJIIaphl BOT-BOT MEPECTAHYT BBIAABATH WJIM M3BIMYT U3
oOpamienusi. JlroasaM mpeayiaraiyu HepeBeCTH JIEHbIM HAa HEKUN «CHEIUANIbHBINA CYeT», HO JJIs 3TOTO
HY)KHO OBLJIO CKaszaTh Mo TeneoHy OaHKOBCKHE MaHHBIE, C TMOMOIIBI0 KOTOPBIX MOIICHHHKH MOTOM
MEePEBOIMIIN CPEJICTBA HA CBOU CUETA.

[TomuauTe, 4TO OaHKM HE 3aMpalivBalOT (UHAHCOBYIO HHGOPMAIMIO KIHEHTOB MO TenedoHy,
MMOATOMY CaMO€ JIYYIIIee PEIICHHE B 3TOW CHUTyallun — OpPOCHUTHh TPYOKY M HAWTH BCIO WH(MOPMAIIHIO
camocTosTensHO. Y banka Poccun HeT T1aHOB U3bIMaTh COEpeKEHUS HU B PYOJISIX, HU B BAJIIOTE.

O00 Bcex BAIOTHBIX OTPAHMYCHHUSX MOXKHO y3HATh Ha caiTe (UHAHCOBOTO MapKeTIuieica
baHku.py, a eciau BO3HUKHYT COMHEHHS, TO MPEXKIE YeM COBEPIIATh OMEpaIUio, MOXXHO YTOYHHTH
MH(OPMALIKIO HA «TOpSYEH TUHUN.

«Moouau3anus»

OIHOBPEMEHHO C HarHeTaHWEM HMCTEPHUH O BO3MOXKHON MOOWIM3AIMKM PACIPOCTPAHSIINCH [IBE
CXEMBI MOIIICHHUYECTBA — IO/ JICJIbHBIC JIOKYMEHTHI ¥ (DUIIIAHT.

B mepBoMm cnydyae B HMHTEpHETE Ja)K€ MOSBWIMCH CANThI, KOTOPHIE MACKUPYIOTCS IOJ BUIOM
CEpBHCOB TIO W3TOTOBJICHHIO JOKYMEHTOB. Kpome TOro, TemM, KOro MOTJIM MOOWJIM30BaTh, MHUCATU B
MECCEH/KEPaX C MOXO0KUMHU MPEITIOKEHUSIMHU.

3a MEAMIIMHCKYIO OTCPOUYKY MJIM CIPAaBKY C «OpOHBIO» MOIICHHUKH IpeJyIarain 3amiatuth ot 20
10 65 Teic. pyoseit. [Tocie omaTel MOAAEIBHBIN TOKYMEHT MOTYT HE OTIIPABUTh BOBCE, HO JIa)Ke €CITU OH
MPUET, MOIb30BATHCS TAKUMU CITPABKaMH YTOJIOBHO HaKa3yeMo.

Kpowme Toro, peructpupoBaiuch ciaydau, KOrJa MOIIEHHUKH MPUXOIWIA JOMOU K TOTEHIUATIbHBIM
XKEepTBaM SIKOOBI ¢ MOBECTKOM. YUenoBeky mpeayiarainy 3a JIEHbIM HE BpydaTh €€, a MHaue MPUACTCS
SIBUTHCSI B BOeHKOMAT. [IpaBaa, MaccoBOM 3Ta MpakTHUKa Tak U HE CTaja.

B caydae ¢ ¢ummHrom codupanuch JuvHbIe AaHHBIC. Cpasy mociie 00bSIBICHHOW MOOMIM3AIUN B
HNHuTepHeTe nosiBUIachk SKOOBI 0a3a JaHHBIX TPa)JAaH, KOTOPBIX TOCYIAPCTBO IUIAHUPYET MOOMIM30BATh.
Ha camom pene mogoOHOro crrcka B OTKPBITOM JOCTYIE HET. MOIMIEHHUKH MaHUIYJIUPYIOT CTPaxoM U
BBIZIAIOT JIOXKHBIE [aHHBIE 3a JICUCTBUTENBbHBIC, Tpemjiaras 3a JCHbIM «HUCKIIOUYEHHWE W3 CIHCKOB
MOOMIIM30BaHHBIX Y.

Bropoii mMeroa: naTh CChUIKY Ha SIKOOBI IOJIHBIM CIHMCOK, @ Ha CaliTe y»K€ 3alpOCUTh JIUYHbIE
JaHHbIE U 0aHKOBCKYIO MH(POPMAIUIO Y MOTEHIIMATbHON KepTBBL. [lepeBoaNTh AEHBIM U TEPEXOIUTH IO
TaKHUM CChLIKaM HE CTOWT.

«MoIeHHNYeCTBO MO BUAOM rocy1apCTBEHHbIX OPraHOB)

OTO0 MHOTOYPOBHEBBIE CXEMbI 3BOHKOB C y4acTHEM SIKOOBI MPaBOOXPAHUTENbHBIX OpraHoB, banka
Poccun u KpeIUTHBIX YUpEKICHHIA.

Yaie Bcero roBopsT 0 HekoeM OezomacHoM cuere B LleHTpoOGaHKe, Ha KOTOPBIA HYXKHO CPOYHO
MIEPEBECTU CPEICTBA, KOTOPBIM SIKOOBI TPO3UT XuIlleHre. KpoMe Toro, st yOeTUTEIbHOCTH MPUCHIIAIOT
YeJIOBEKY B MECCEH/KEp MJIM Ha AJEKTPOHHYIO MOYTY AOKYMEHTBI UIU yIOCTOBEPEHUS C JIOTOTUIIOM H
nevyateio banka Poccun. Taxoke adepucTsl MOTYT IPHCIATh CKAH-KOIUIO 3asBIICHUS O 3asBKE Ha KPEIHT
aK0ObI OT Juna xeptBbl ¢ ero ®UO u nognenbHON moAnuchio. Co CTOPOHBI BCE 3TO BBHIMJISIAUT OYEHD
mpaBaono00H0. Kputndeckoe MBIIUICHHE Y )KEPTB MPU UCTIOTH30BAHUH TAKHX IPUEMOB CHIKACTCSI.

[Tomuute: bank Poccum He paboraer Hampsamyro ¢ ¢usnunamu. [lo cBoel WHHMIIMATHBE €ro
COTPYOHUKU HE 3BOHST TpakJaHaMm, HE pPAacChUIAIOT UM 3JeKTpoHHBIe mucbMa U CMC-cooOrieHus.
Perynsarop He 00CTy)KMBaeT U HE OTKPBIBAET cUeTa (PUBIHIL.

B Ttakux ciydasx HeoOXoauMO cpa3y KJIacTh TPYOKy, a TakKe HE Ha3blBaTh CBOM JIMYHBIC U
OaHKOBCKHE TaHHBIC BHE 3aBUCHMOCTH OT TOTO, KaK MPEICTABUIICS YEJIOBEK 10 TeledoHy.



«bpayHble MOLIIEHHUYECTBA)»

C wucnonp3oBanueM ceTd VHTepHET (MPEUMYIIECTBEHHO HA CalTax 3HAKOMCTB) MPECTYIHHUKHU
BBEIOMPAIOT KEPTBY, HAIAXKUBAIOT C HUM 3JIEKTPOHHYIO NIEPENUCKY OT UMEHHU JIEBYIIEK, 00emas mpuexaTh
C LEeNbI0 CO3[aHus B OyAylleM ceMbHU. 3aTeM MOJ Pa3Iu4HbIMH MpPeIoraMH «HEBECTbI» BBIMAHUBAIOT
JeHbIU (HA JIeYeHHUE, TOKYNKY MOOMIbHOrO TenedoHa, mpruodpeTeHrne OWUIeTOB, OIJIAThl BU3bI U T.1.).
[Tepenucka BeneTcs riiaBHBIM 00pa3oM CTyIEHTaMH JIMHTBUCTHYECKHX BY30B.

HampaBrnieHHble >KepTBAaMU JIEHBI'M NPECTYIMHUKH TMOJNY4YalOT Ha TOJCTaBHBIX JuIl. [locme
MOJIyYEHUS CPEJCTB MepPenucKa Mo/ pa3InyHbIMU MPeJIoraMu MPeKpaIaeTcs.

«IIpuoOpeTeHne TOBAPOB M YCJIYI MocpeacTBOM ceTu MHTepHeT»

[Ipy mokymke B HMHTEpPHET-Mara3uHax, TpakJaHe YacTO HEBHUMATENbHBI, YeM U TOJb3YIOTCS
morreHHUKU. OOBIYHO CXeMa MOIIEHHUYECTBA BBITJIIAUT Tak: CO3)IaéTC$[ CaﬁT-OJIHOCTpaHHQHHK, Ha
KOTOPOM BBIKJIQJBIBAIOTCS TOBAPHI OJHOTO BU3YaIbHOTO MPH3HAKA.

Ilena Ha TOBapbl OOBIYHO BECbMa IPUBIIEKATENbHASI, HIKE CPEAHEPHIHOYHON. OTCYTCTBYIOT
OT3BIBBI, MUHUMAJIEH UHTEpeEiic, yka3zaHbl CKyIHbIE KOHTAKTHBIC JaHHBIC. Yale BCero Takue HHTEPHET-
MarazuHbel paboraror mo 100% mnpemorutare. Ilepermucka o NPUOOPETEHWHM TOBAPOB BEAETCS C
HCIOJIb30BaHNEM JIEKTPOHHBIX MOYTOBBIX SIIIUKOB.

[To MOTOBOPEHHOCTH C MPOJABIOM JCHBIU IEPSUUCIISIOTCS, KaK IPABWIO, 32 TPAHMIY 4Yepes
«Western Union» Ha ©MeHa pa3IUYHbIX JIOJCH, MOCIEe Yero MCeBI0-MPOoIaBel] HCue3aerT.

«Kpuk o momomu»

OnvH U3 caMbIX IIMHUYHBIX U PAaCTIPOCTPAHEHHBIX CLIOCOOOB XUIIIEHHS IEHEKHBIX CPEJICTB.

B unTepHeTe mosBIsAeTCS AylIepa3Auparoias UCTopust 0 00pbOe MaJIeHHKOTO YEIOBEKA 33 KHU3Hb.
Bpewms unér Ha dackl. Cpo4HO HEOOXOAMMEI TOPOTHE JIEKapCTBa, omneparus 3a rpanuneit u t.4. [Ipocsr
OKa3aTh OMOIIIb BCEX HEPABHOMAYIIIHBIX U IEPEBECTHU JACHBIY HAa YKA3aHHbBIC PEKBU3UTHI.

3/1ech BaKHO MPEXKAE YeM IEPEeBOAMTH CBOM JICHBI'H, NMPOBEPUTH — HMMEIOTCS JIM KOHTAKTHBIC
JAHHbBIE JJIS1 CBSA3H C POJIUTENAMU (POACTBEHHUKAMHU, OlleKyHaMu ) peoéHka. [1o3BoHNTE UM, HAWIUTE UX B
COIICETAX, MO00IaNTeCh M yOeIUTeCh B UeCTHOCTH HAaMEPEHU.

«DUIIMHD

SABnsercss Hambojee OMacHBIM W CaMbIM PACIPOCTPAHEHHBIM CIOCOOOM MOIICHHUYECTBA B
untepHeTe. CyTh 3aKII0YaeTCsl B BBIMAHUBAHUU Y JKEPTBBI MMAPOJIEH, MMH-KOA0B, HOMepoB U CVV-k0/10B.
Cxem, KOTOpbIE€ MOMOTAIOT MOIIIEHHUKAM MOJIYyYUTh HY>KHbIE CBEJICHUSI, OUEHb MHOTO.

Tak, ¢ TOMOIIBIO CITAM-PACCHUIOK MOTEHIIMAIBLHBIM KEPTBAM OTIPABJISIIOTCS MOJJIOKHbBIC TTUChMA,
SIKOOBI, OT UIMEHH JICTATBHBIX OPTaHU3aIMA, B KOTOPBIX JaHBI YKa3aHUS 3aUTH Ha «CalT-IBOMHUK) TaKOTO
YUPEKACHUS U TIOATBEPAUTH MAPOJIH, TMH-KOJBI U IPYTYI0 HHPOPMAIIHIO, UCIIOJIB3YEMYO BIIOCICACTBUN
3JIOYMBIIUIECHHUKAMU U1 KPa)XXH JIEHET CO cueTa >KepTBbI. JlOCTAaTOYHO paclpOCTPAHEHHBIM SIBJISIETCSA
nmpeaioXkeHne o paboTe 3a TpaHUIICH, YBEAOMJIEHHE O BHIMUTPBHILNIE B JIOTEPEH, a TaKXKe COOOIICHHS O
MOJyYECHUH HACIIEICTBA.

«Hurepuiickue nucbLMay

Takxke OJIMH M3 CaMBIX PACIPOCTPAHEHHBIX BUOB MOIIEHHUYECTBA, KOTJA JKEPTBa IMOJy4aeT Ha
CBOIO MOYTY MUCHBMO O TOM, YTO SIBJISETCS CUYACTJIMBBIM OOJajaTelieM MHOTOMUJUIMOHHOI'O HACIlIeJCTBA.
3aTeM MOIIEHHUKH MPOCST Y MOIydYaTeNsl MUChMa MOMOIIM B MHOTOMUJUTHOHHBIX JCHEKHBIX OINEpaIiusax
(monmydeHue HacleACTBa, IEPEBOJI JCHET U3 OJIHOM CTPaHbI B APYTYI0), 00€IIas MPOIEHT OT CACIKH.

Ecnm monyyaTenb COrIacuTCs y9acTBOBATh, TO y HETO IMOCTEIIEHHO BHIMAHUBAIOTCS JICHBTU SIKOOBI
Ha OIyIaTy COOpOB, B3SITOK YNHOBHUKAM H T.II.

«bpoxepckne KOHTOPbI»

C nauvana tekymero roga B HIIb HMatepmona MB/I Poccun Habmromaercs 3HAYUTENBHBIA POCT
KOJIMYECTBA OOpaIeHUI rpakaaH, MOCTPAAABIINX OT ACUCTBUN OPOKEPCKUX KOHTOP.

B uactHOocTHM MMeeTcss mH(pOpMaLKS O TaKUX HEA0OPOCOBECTHBIX OPOKEPCKHUX KOMIAHMSX, Kak:
«MXTrade» u «MMCISy.



Jnst Toro, 4ToOBl HE MOTEPSATh CBOM JIEHBIU MPU BHIOOpPE OPOKEPCKON KOMITAHHMH HEOOXOIMMO
oOpaiiaTh BHHMaHUE Ha CIEAYIOIIME MNpPU3HAKH, KOTOPbIE XapaKTepPU3YIOT KOMITAHMIO-MOIIEHHUKA!
o0eInranue BRICOKHMX MPOIEHTOB, OTCYTCTBUE PErHCTPAINH, OOCIIaHNe CTA0MITHPHON TPUOBLTH HOBHYKAM —
Tpeniepam.

[lepen TeMm, KaK 1OBEpUTH CBOM KamuTall, BHUMATEIHHO U3YUUTE HE TOJIBKO MHTEPHET-PECYPCHI, HO
1 opuIMaIbLHYI0 HH(OPMAIUIO 0 OpOKEpe U €ro PerjaMeHT.

Baxuno! [lomMHHTE, YTO HMHBECTHPOBAHME, MpEIIaraeéMoe Ha YCIOBUSX OpPOKEPCKOW KOMITaHUH,
BCEr/a SBJSIETCSI BBICOKO DPHUCKOBAHHBIM JaKe NpPHU HAIWYUM OEe3ylnmpedyHOW penyTauuud OpOoKepcKoin
KOMITaHUH.

Crnoco0bl 3aIIMTHI OT MOLICHHUY€CTBA

Jost Bo3BpaTa cpeicTB OaHKaMM KIIMEHTaM, KOTJa IMOCIIEHNE CAaMOCTOSITENIHO TMTEPEBOIST IEHBIU
ajepucTaM WIN OTKPBIBAIOT UM JJOCTYI K CBOEMY CUETY.

Ceituac Oanku 1o 3akoHy «O HaIlMOHAJIbHOW IJIATEKHOM cHcTeMe» He 00s3aHbl BO3BpallaTh
JICHbI'M B 3TUX ciydasx. bank Poccun BMecTe ¢ yyaCTHUKaMu phIHKA M SKCIEPTaMU MpeAaraeT BHECTH
HU3MCHCHHUA B 3aKOHOIATCIbBCTBO, 9TOOBI JIIOAW MOIJIM paCCUUTBIBATE HA BO3BpPAT CPCACTB HAaXE TOraa,
KOTJ1a UX OOMaHYJIH ¢ TIOMOIIBIO COLUAIbHONW MH)KEHEPHUH.

bank Poccum Bemer 0a3zy o ciydasx M TOIBITKaX MEPEBO/a IEHEKHBIX CPEICTB 0€3 COracus
KJIMEHTOB. B Hel akkymMynupyrooTcs JaHHble W3 OaHKOB, B TOM YHCIIE COJAEPKATCS CBEIEHUS O
APOHNIICPCKUX CUHCTAX, KOTOPLIC 3JIOYMBINIJICHHUKH HMCIIOJB3YIOT JIsI BbIBOJA W CHATHUSA TMMOXHIICHHBIX
CPEICTB.

MexaHu3M BO3MellleHHS I'PAKIAHAM NOXHMIIEHHBIX 3JI0YMbIIIJICHHUKAMHU CPEJACTB

Ecimu Gank-ornpaButens monydmsn nHbopmanuio u3 6a3el @unl[EPTa, HO He yden ee B CBOMX
Ou3Hec-mpolieccax M COBEPIIWJ IEPEeBOJ Ha TAaKOW CYeT, TO OH OyAeT 00si3aH BEPHYTh KIUEHTY
MOXMIIEHHYI0O CYMMY, Ja)K€ B CIydasX, KOIJIa XHUIIEHHUE IPOU30ILLIO0 C HCIOJIb30BAHUEM METOJ0B
COIMAJIbHOW MH)KEHEPHH.

Kpome Ttoro, bank Poccum BHeApsieT Tak Ha3bIBa€MbIM «IEPHOJ OXJAXKACHHS», KOraa y
rpaxaaHvHa OyneT BpeMsi 00aymMaTh M OLIGHHUTh COBeplIaeMble OeHCTBUS. baHK-Miarenpluk Oyaer
00s13aH Ha JBa JHS MPUOCTAHABIIMBAThH 3a4YHCICHUE JCHET Ha CYET, HHPOPMAIHS O KOTOPOM COICPKUTCS
B Oaze banka Poccun. ®opmanbHO OaHK HE HAPYIIUT TpaBa JTOOPOCOBECTHBIX TpPAXKIAH U
3aKOHO/IaTE€IbCTBO, IPUOCTAHABINBASI IEPEBO/I, TTOCKOJIbKY 0 3aKOHY MEPEBOJ COBEPIIAETCS B CPOK A0
TpexX pabouux AHEH

Kpome Toro, mpoBepsTh Olepaiuio Ha MPU3HAKH MOIICHHHYECTBA JODKEH W OaHK-MOJIyYaTelNb.
Ecnm oH BUOUT, 4TO NEHBIW MEPEUYHCISIOT HA CYET, colaepikammiicss B 0aze perynstopa, To y OaHka
JOJHKHO OBITh TPaBO TNPUOCTAHABIMBATH JOCTYN BIaJAENblla TAKOTO CYeTa K JUCTAaHIIMOHHOMY
oOciyxuBanuto. To ecTb moidydarenab MOJO3PUTEIBLHOIO CYeTa HE CMOXKET Cpa3y e YyIaJIeHHO
pacmopsAuThCS JIeHbraMH, IEPeBECTH HX Ha JI000H Apyroil cder, 4ro OOBIUHO Cpa3zy JenaroT
MOIIeHHUKHA. YTOOBI pa30JI0KHpOBaTh 3Ty BO3MOXHOCTh, BIIQJENbIly CUETa NPHUACTCS TPUHTH B
OTJeNeHrne OaHKa ¢ MacmopTOM, Ha YTO BPAI JIU MOWAYT apomnmepbl. B To ke Bpemst OyAayT cOOMI0AeHbI
BCE€ IPaXKJIaHCKHUE TpaBa 100POCOBECTHBIX 0AHKOBCKUX KIUEHTOB.

bank Poccun moBbimaer TpeOoBaHUS K OaHKOBCKHM IIOJMCAaM CTPaxOBaHMSI OT MOIIEHHUKOB,
9TOOBI B CTPAXOBKM OBUIM BKJIFOYCHBI CIIydaW BO3BpaTa CPEJICTB MPHU aTakaxX COIUAIBHBIX HH)KEHEPOB.
Peun 0 moObIX ciydasix, KOraa KIUEHT JOOPOBOJIBHO MEPEBOAUT JACHBIM MOIICHHUKAM WM PAcKPHIBAET
UM OAaHKOBCKHE CBEJICHHUS, TO €CTh IPH aTakax TeJe(OHHBIX MOIICHHUKOB, OHJIAHH-MOIIEHHUKOB. Bee
3TH CcIay4yaW JOJDKHBI BKIIIOUAThCS B CTPaxoBOe MOKphITHE. [IpM 3TOM M3 MOKPHITHSA IUIAHUPYETCS
UCKITIOYUTh CIydaW, MO KOTOPhIM OaHKW O0S3aHbI BO3MENIaTh CPEICTBAa KIMEHTaM Mo 3akoHy «O
HAI[MOHAJILHOW IUIATEKHOW CHUCTeMe». OTO BCe Cllyyad, KOrJa MOIICHHMKH TOXWUTUJIIM CPE/ICTBa,
UCIOJIB3YS KAKHE-TO TEXHOJOTUYECKHE MPUEMBI, HAPUMED, 0€3 HETIOCPEICTBEHHOTO YYaCcTHs YeIIOBEKA.

B oxTsa6pe 2023 roma BCTymwiI B CHIIY 3aKOH OO0 OINEpPaTUBHOM B3aMMOJIEHCTBUM MeXTy baHkom
Poccun u MB/I. CoTpyaHUKH TOTUIMH MOXyqriin goctymn kK 6aze @uHlEPT, xotopast B cBOO ouepenb
nonoJyiHsgeTcss  cBeneHussMu ot MBJI. Otu nmannbie moMoryT OaHkam 3(dQexTuBHee BeCcTH OOpHOY C
MOIIIEHHUYECKUMH CIIHCAHUSMU CPEJICTB C OAHKOBCKUX KapT, B TOM YHCIE C MCIOJH30BAaHHEM METOJIOB
COIMAIbHOW WH)KEeHEpHUHU. PaHbIlle Ipu pacCMOTPEHUH JENI O MOIICHHHYECTBE MHOTO BPEMEHHU YXOIUIIO
Ha 3aIpOCHl JaHHBIX M MEPENUCKY MEXKIY MPaBOOXPAHUTEIbLHBIMUA OpraHaMu u OaHkamu. Temepb oOMeH
JAHHBIMH OYIET MPOXOIUTH OTIEPATUBHO.



B crpykrype MBJ/I Poccuu co31aHO cCrenuaan3upOBaHHOE

e eetee to082 3.3 nojJipa3z/icjicHue — YmnpaBjeHHe mo 0opb0e ¢ MPOTHBONMPABHBIM
: HCNO0JIb30BAHNEM HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
%ee® 2% TeXHOJIOTUH, COTPpYJAHUKAMHU KOTOPOTO Ha TMOCTOSSHHOM OCHOBE

MMPOBOAUTCA MOHUTOPUHI CUTYAllUH.

B xo1e MOHUTOpHHTIA CETH yCTaHAaBIMBaKOTCs VHTEpHET CalThl,
(GOpyMBI, 3aKpBITBIE YaThl, HWCIOJb3yeMbIe [UJIsI OpTaHWU3alud |
peayin3alyy BbIII€YKa3aHHbBIX MPECTYIHBIX CXEM.

Ha wunpopmanmoHHOM pecypce [OaHHOTO OpraHa MOYHO
MOJIYYUTh HEOOXOJUMYIO0 METOIUYECKYIO IIOMOILIb, & TAKXKE COOOIIUTD
O 3JIOYMBIIUJIEHHUKAX, PaCIpOCTPAHAIONINX 3alpelICHHYI0 HIN
JNECTPYKTUBHYIO HH(POPMAIIHIO

Ha caiite T'Y MBJl Poccun mno r.Caukr-Ilerepydypry u
JleHuHrpagckoi 00J1aCTH Pa3sMEIIEH JOCTYNHBIM AJI BOCHPHUATHS
TEMaTUYECKUN BHUJIEO0 KOHTEHT, COAEpPKAIIMI KaK KOMIUIEKC
OpopMIAKTHYECKUX  Mep, TaK U  Pa3bACHAIOMMNA  CIOCOOBI
MPOTUBOACUCTBHS  3JIOYMBIIIICHHUKAaM.  OQUIIMAIBHBIA  CalT:
www.78. mvd.ru. AHaJIOTUYHbIE CTPAHUIIBI €CTh B COL[MAJILHOW CETH
«BxonTtaktey,  https://vk.com/spb_police u B  MecceHmIKepe
«Tenerpam», rie pa3MelIeHbl HUKIBl BUIEO-POJIUKOB, CBA3aHHBIE CO
3BOHKaMH CO CTOPOHBI JIMI, JEHCTBYIOIIMX OT HMMEHH CIIykKO .
O6e3onmacHocTH  0OaHKOB, mnpuoOpereHMeM B cetu MHTepHer @
TYPUCTHUYECKUX ITyTE€BOK U MPUOOPETEHUEM WU NPOAAXKeH TOBApOB U IS LI i SO DR IR
YCIIYT Ha 3JIEKTPOHHBIX TOPTrOBLIX Iomaakax (Asuto, FOna u ap.).

TEJIEOOHHOE 1! IOMHHTE !!
MOLUEHHMYECTBO He cymecrByer 100% MeTOAUK 3aLIUTHI

OT TeJIe(hOHHOI0 U HHTEPHET

3BOHAT 3 6aHkKa. NoBopsaT 06 MOILIIEHHHUYECTBA.
yrpose BalwWMM geHbram Ha cuyeTe
M NPOCAT NepeBecTU AeHbru Ha

Apyroi cuet. CnpawwusaioT Eciau Brl He yBepeHbI B IPABUWJILHOCTH
AaHHblIe KapThbl.

CBOMX JA€HCTBUH NPH COMHHUTEJILHBIX
TeJe(OHHbIX KOHTAKTAX U HHTEePHEeT-
NMoasoHuTe No TenedoHy, KOTOPbIA yKasaH Ha KOMMVYHUKAIIUAX :

Bawen 6aHKOBCKOW KapTe, COTPYAHWMK 6aHka
NMPOAICHUT CUTyauuio

3BOHAT M COOBLIAIOT O BbIUrPbLILWAX, 1) He oTrBeuaiiTe Ha Hen3BeTCHbIe Bam
EIHIRLAN, SOMIBHGRMNAR- @ 15, HOMepa Tele(pOHHBIX BHI30BOB U
CMC(MMC) 3anpocos;

R, AR s 2) He nepexoaure mo HeU3BECTHBIM
s A L i R BaM uHTEepHET-CCBIIKAM M KOHTAKTAM;
3BOHAT M coobWwarT, 4To 6MMU3KMA .
yenoeek nonan s 6eay, NPOCAT 3) He noJab3yiiTecb HHTEPHET
nepesecT AeHbi M.
coeMHEeHHeM, Koria oH Bam He HykeH Ha
cMapTdoHe U KOMIIbIOTEPE;

Cnpocute umMA, GaMUNnMo 3BOHALLLEro W
Ha3BaHWe opraHM3auuvKn, KOTOPYK OH

B | 7

M RCaBOMNTe GNNOKOMY UENOBEKY. ECAM 4) He mepenaBaiiTe H He OCTaBJIsIETe

R TR raiun  OF s amonos Gan CBOHM NIEPCOHATbHBIC JaHHbIE HA
00111eJOCTYIMHBIX pecypcax He MPOXOauTe

SBOHOK, ¥ BbIACHWTE, YTO CAYYWMNOCH.
COMHUTECJ/IBbHBIX aHKeTHPOBaHI/Iﬁ.



http://www.78.mvd.ru/
https://vk.com/spb_police
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